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Abstract
Current protection of critical infrastructures is often based on disparate and incompatible systems, with various grains and time
scales and different control concerns. Our vision is that the heterogeneous control and security systems should be loosely but effectively integrated by the platform that generates the virtual models of the infrastructure. The introduced VR platform aims to
integrate the various sensors and security systems committed to
protection of critical infrastructures, over the digital model of the
building. We discuss here a fast and inexpensive construction of
digital models of complex buildings and infrastructures from line
drawings of architectural plans, the only geometric information
widely available. The paradigmatic reference is to PLM (Product
Lifecycle Management), where geometric information provides the
exchange/collaboration layer among all business data and departments. Our approach is centred on generation of BSP (Binary Space
Partition) models of buildings from architectural plans, through
automatic translation into a symbolic intermediate geometric language, whereas detailed representations of whatever infrastructure
portions are generated at run-time by a streaming data-flow process
well-suited for implementation on the Cell BE architecture.
This Work is Dedicated
By a Humble Native of
Flatland
In the Hope that
Even as he was Initiated into
the Mysteries
Of THREE Dimensions
Having been previously
conversant
With ONLY TWO

So the Citizens of that
Celestial Region
May aspire yet higher and
higher
To the Secrets of FOUR FIVE
OR EVEN SIX Dimensions
(Edwin A. Abbott [Abbott
1884])
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Introduction

The protection of critical infrastructures requires the integration of
several security systems, composed of equipments, operational procedures and protocols, as well as of trained humans. All such systems must either be always operative, i.e. seven days a week and
24 hours a day, or should be alerted and ready, within established
times, to signal and countermeasure incoming threats. The addressing and choice of the security measures for protecting our critical
infrastructures must always start with a risk analysis, and should
embrace also the simulation of possible scenarios for management
and solution of crisis, as well the governance of the effects of every
possible accident.
We may envision a critical infrastructure, as well as all human organizations, as composed by two parts: the first one is immaterial
and represented by information, procedures and know-how, while
the second one is embodied by the physical structures (buildings,
plants, etc.) and human beings that personify the body of the organization. From the very beginning of the civilization, the description of the material world has used drawings, symbols and oper-

ational patterns. They are representations that require abstraction
skill and some interpretation to produce a mental reconstruction of
the reality. Let us imagine a complex building configuration starting
only from drawings of the plant design, as an example. For several
purposes, such a symbolic representation may result too complex,
hard to manage and ineffective in the fast events of a crisis control.
As we know, the human beings are accustomed to move and live in
a three-dimensional world and not in a flatland [Abbott 1884] made
of 2D drawings and schemes.
We strongly believe that using VR methods may help in addressing the choice of security measures to be deployed to protect our
critical infrastructures. For example, the availability of 3D or (3Dembedded) higher-dimensional models may improve the simulation
of effects of disasters and accidents, like e.g. in large fires, so to
adopt the best countermeasures. VR techniques for training personnel are well known and appreciated in different fields, as by the
military and police forces. In particular, for control and security enforcement of critical infrastructures extending over wide areas and
comprising several and complex building, like a govern facility of
a nuclear plant, such tools could be largely appreciated, since they
allow a better training of security forces.
In particular, VR seems to be greatly effective for the management
of the Operation and Control Centre. In case of intervention for
some accident (a fire is a typical example) VR tools may strongly
help the supervisor addressing the action of the staff and the emergency crew, due to a better and faster understanding of the interested zone, the conformation and orientation of access paths, and
the visual coding of materials and resistance of walls and fixtures.
What kind of VR are we working with? We do not intend to cope
with a training game, but to deal with the best faithful and trusty 3D
physical representation of a single building or complex of buildings,
including all the attributes needed to the management of a crisis
or accident. Therefore, the virtual model should include attributes
like: materials and resistance of walls and floors, width and type
of glass panes, temperature of fluids and vapours, possible exhalations, presence and quantity of flammable materials, etc.
For the aim of producing the best geometric environment where
the various security tools and control systems may be easily integrated, we are developing a software platform to make fast and
inexpensive the multidimensional reconstruction of buildings and
plants from 2D architectural drawings. The objective of the present
work is to discuss a geometric modeling approach that allows the
semiautomatic reconstruction of multi-floor buildings starting from
2D design plans (see also [Paoluzzi and Scorzelli 2007]). So, the
main aim of this paper is to discuss a fast generation of accurate
3D models of critical infrastructures from line-drawings of architectural plans, using advanced symbolic methods and efficient geometric data structures like BSP (Binary Space Partition) trees. The
run-time evaluation of the submodels of building portions interested
to each protection procedure or training simulation will provide the
VR scene to be used at the operation and control centre. Animation
scripting of security procedures will be available, including simulation of scenarios for crisis solution, and evacuation of people.
The generation of accurate models of complex buildings is difficult and largely unsolved [Lewis and Séquin 1998]. The difficulty

of the reconstruction problem of 3D buildings from architectural
plans is confirmed by the rarity of scientific literature on the topic
(see [Lewis 1996; So et al. 1998; Lewis and Séquin 1998; Teller
2003]), as well as by the extreme scarcity of successful projects
for reconstruction of actual complex virtual buildings, when the required detail scales at the dimension of the single constructive element or the furniture element of the single room, and not at the
urban landscape scale. The only significant example we are aware
of concerns a 2003 project of virtual reconstruction of the MIT campus, where not more than some web documentation [Teller 2003]
seems to be available.
For the development of the system project whose architecture is
discussed here, we capitalize on a novel parallel framework [Bajaj
et al. 2006; Scorzelli et al. 2007] for high-performance solid and
geometric modeling, that (i) compiles the generating expression of
the model into a dataflow network of concurrent threads, and (ii)
splits the model into fragments to be distributed to computational
nodes and generated independently. The approach is well suited
to Cell-BE (Broadband Engine) implementation, that someone believes the reference architecture for advanced imaging, modeling
and simulation of next decades.
The paper is organized as follows. The whole architecture of the
MOSIC system for protection modeling of critical intrastructures is
depicted in Section 2. The computational geometry and geometric
modeling methods we are using in this project, and some high-level
view of the reconstruction procedure are given in Section 3, where
some basic concepts about symbolic modeling with a design language are also recalled. In Section 4 the basic concepts and methods of information security are collected, since a critical software
platform must apply the best security techniques from the very beginning of its design, and the main lines of the security architecture
planned for the MOSIC system are also delineated.

2

System architecture

occupancy, transfers, etc.) represent the reality that need to be controlled.
Sensors and actuators The environmental parameters are
monitored continuously via sensors, that can also provide volume/frequency data related to the frequentation and occupancy parameters (by monitoring the gates, for instance).The integration of
these data with the structural models helps to give shape to the
fields. Some actuators devices provide interaction with the infrastructure configuration and frequentation (for example by closing
gates or maneuvering cameras). The use of RFID badges (radiofrequency identification) can provide MOSIC with knowledge related to users and objects (position, movements, etc.).

The use of the infrastructure is modeled
by processes, that define who, when, how should/could circulate,
enter, exit, in the different circumstances and times (normal use,
emergencies, crises, etc.).
Processes and plans

Fundamental for the provision of secure usability is the balanced usage of control resources, that by definition
are always limited. Deployment programs are defined in relation to
frequentation programs, that for the System are a given. Any difference between the programmed and actual frequentation need to
be monitored, in order to adjust the resource deployment, and every adjustment can introduce further deviations from the programs.
For this reasons the modeled processes need to be flexible, and each
adjustment is candidate for a permanent modification.
Control resources

The fulcrum of the security management is the Operation and Control Room (O&CR), where the
knowledge of the environment (infrastructure and users) is collected, the situation is monitored, events and actions are assessed
and controlled. The tools provided for the control activity are
grouped into 4 metaphorical instruments:
Operation and Control Room

The functional architecture of our VR-based platform for protection
modeling of critical infrastructures, code-named MOSIC, is based
on five main subsystems, that manage, respectively: (a) environment models; (b) sensors and actuators; (c) processes and plans;
(d) resources; (e) events and actions.
The overall goal of a protection system is
to maintain the controlled environment at a satisfactory level of usability and security even in critical conditions. As any other control
system, MOSIC works according to the loop paradigm: “Model the
reality → monitor the events → program the actions → evaluate the
results → adjust the models and/or the programs”. The effectiveness and efficiency of its control tools and methods depend mainly
on how close the models provide a useful representation of reality.
Past experience is not enough to tune this representation, especially
in a complex environment where unexpected events happen, and
waves build up. In order to achieve secure and safe usability goals,
the first task concerns the definition of models of the environment,
so that (a) the infrastructure service targets, in all their aspects, can
be assessed, (b) the distances between them and current levels can
be measured continuously, and (c) the actions to reach a satisfactory
alignment can be programmed and actuated. The core of this modeling effort are the solid models of the infrastructure (essentially
buildings, but also any other structure and space that constitute the
environment) that is the stage where the human activities must be
secured. Beside the solid models, also the environmental parameters (such as temperature, humidity, and whatever deemed important for usability) are represented, generally as continuous fields.
Such set of models represents the theater of the activities carried
on in the infrastructure, and the mutual interactions (frequentation,

• the N EWSPAPER, that provides knowledge of historical data,
trends, forecasts related to the environment;
• the AGENDA, used to document outstanding events, intervention programs, communications;
• the T ELEPHONE, containing references to all resources, external organizations, and providing the mean to connect to them,
and knowledge of their involvement in the activities;

Environment models

• the M AP, that provides a visual representation of the environment.
The resources are managed by O&CR functions, in terms of plans
and deployment. Events are registered together with the environment situation and users and resources activity, so that specific analysis tools can assess trends and forecasts. In Figures 2 and 3 the two
main technical sub-systems are illustrated graphically.
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Methods and tools

Our approach is centered about generation of BSP (Binary Space
Partition) models of buildings from architectural plans. In particular it can be summarized as follows:
1. Autocad (say) line-drawings are transformed into double interval trees, to efficiently answer proximity queries;
2. semantics is assigned, via pattern-based recognition of the
components of building fabric (internal partitions, external enclosures, etc), with translation into symbolic generating forms
of geometric language PLASM [PLaSM ; Paoluzzi et al.
1995; Paoluzzi 2003; Corney 2004];

Figure 1: (a) Interior view of the first floor of a reconstructed building; (b) interior view of forth floor; (c) vector graphics (AutoCAD .dwg
format) of 2D input architectural plans: first floor; (c) fourth floor; (d) external view form north-east; (e) external view form south-east.

Roma Tre. The language is strongly influenced by FL (programming at Function Level), an advanced approach to functional programming developed by the Functional Programming Group leaded
by John Backus and John Williams at the IBM Research Division
in Almaden (California) in the first nineties.

Figure 2: Environment Monitoring

PLaSM can be seen as a geometric extension of FL, allowing for
powerful algebraic calculus with dimension-independent geometric objects, including polyhedral complexes and parametric polynomial and rational manifolds (curves, surfaces, curved solids, and
higher-dimensional objects). PLaSM is a natural environment for
geometric computations, where a complex shape is an assembly of
components, highly dependent from each other, and where
• each part may result from computations with other parts;
• a generating function is associated to each;
• geometric expressions may appear as actual parameters.
Every PLaSM program is a function. When
applied to some input argument, a program produces some output
value. Two programs are usually connected by using functional
composition, so that the output of the first program is used as input
to the second program. According to the FL semantics, an arbitrary
PLaSM script can be written by using only three programming constructs:
Language basics

application of a function to the actual value of its input parameters, elements of the function domain, producing the corresponding output value in the function codomain;
Figure 3: Operation & Control Room

3. streaming evaluation of symbolic scripts progressively produces detailed solid models (and adjacency graphs) of the infrastructure [Scorzelli et al. 2007];
4. control, protection and security systems are integrated on this
framework, where security procedures and training are modeled, tested and operated using VR tools and methods.

3.1

Pattern-driven interpretation of 2D plans

The architectural plants in dwg format of the building are first transformed into a 2D interval tree associated to the two sets of coordinates of lines of the plant, supposed completely lacking of topology and semantics information. An iterative process of proximity query, semantics assignment and pattern maching with automatic PLaSM coding is then started by the operator, with the aim of
semi-automatically identify all the plant components with a specified meaning in the building fabric. All the recognized patterns are
translated into a parameterized generative symbolic form, added to
the scripted 3D model, and deleted from the interval tree and from
the operator display of the 2D plant, while appearing in the 3D
model view for visual validation. The process of pattern identification, pattern matching, symbolic translation, and deletion, repeats
until all the significant plant element are identified, translated and
removed. It is useful to notice that the output 3D generative model
is between two and three orders of magnitude smaller than the corresponding 2D input files. The translation process will improve and
get faster as more the system is used, and the library of parametrized
generative macros get bigger.

3.2

composition of two or more functions allowing the pipelined execution of their ordered sequence;
construction of a vector function allowing the parallel execution
of its component functions.
In PLaSM a higher-order curried function of the kind:
f : A → B → C ≡ A → (B → C)
can be defined, using formal parameters, as:
DEF f (a::isA)(b::isB) = body expr;
where isA and isB are predicates used to test at run-time the setmembership of actual arguments. The function f is applied to arguments as f:x:y ≡ (f:x):y, since application is left associative,
and the evaluation of this expression returns a value c ∈ C. Also,
notice that the value generated by evaluating the expression f:x is
a partial function.
A global function head may contain zero, one
or more parameter lists. Correspondingly, the function is invoked
with zero, one or more applications to actual arguments. The presence of more than one parameter list is allowed to permit the specification of partial functions. A function with n parameter lists is
called a function of n-th order. Such a function, when applied to
actual arguments for the first parameter list, returns a function of
order (n − 1). This one, when further applied to actual arguments
for the second parameter list, returns a function of order (n − 2),
and so on. Finally, when all the parameter lists are bound to actual
arguments, the function returns the value generated by the evaluation of body expr.
Partial functions

PLaSM scripting
The automatic conversion of architectural 2D
plans into 3D solid models requires the availability of a rich set
of generating functions, used to produce the parts of the building
Coding example

PLaSM, (the Programming LAnguage for Solid Modeling) is a “design language”, developed by the CAD Group at the University

fabric starting from a minimal set of data, often a small set of points.
Referring the reader to [Paoluzzi 2003; PLaSM ] for the simple
syntax of the language, we give in Figure 4 a coding example for a
so-called “Bézier band”, i.e. a 2D ruled surface of constant width
generated on the left-hand side of the Bézier curve generated by
controlPoints. The n parameter is used to set the number of
segments to be used in a linear approximation of the ruled surface.
The degree of the curve depends on the number of
controlpoints.
The BezierBand function may be
used to produce a 2D object , to be extruded by a Cartesian product
(*) times a 1D interval (q:1.2), giving finally the 3D object
named wall and shown in Figure 5. The higher-level operator
AA (apply-to-all) is used to apply a function to a set of actual
arguments, returning the set of function values, in this case a
set of 2D bands; STRUCT is an aggregator operator, returning
a single object from a set of objects. The PLaSM language is
multidimensional by design, and this choice greatly increases
its expressive power. PLaSM may currently export in VRML1,
OpenInventor, VRML2, XML, and PovRay formats.

Figure 5: The 3D geometric value generated by the evaluation of
the wall symbol defined in Figure 4. It is produced by: (a) generating three Bézier curves of degrees 1,3, and 1, respectively; (b)
transforming the curves into 2D ruled surfaces; and finally by (c)
their Cartesian product as point sets times a 1D interval of length
1.2
Several multi-platform tools are available for PLaSM programming, including an easy-to-use Integrated Development Environment (Xplode), a functionally equivalent IDE plugin for an
industrial-strength open development platform (Eclipse [Holzner
2004]), a large set of libraries for dimension-independent geometric
modeling, documented in the book by Wiley [Paoluzzi 2003], a visual programming framework based on only two graphical tokens,
and producing high-levell executable code (Visual PLaSM). Support is also given for Knuth’s Literate Programming with LaTeX
(listings package).

3.3

Data structures

The generation of complex geometric models is implemented as
a computational framework of pipelined processes that progress
concurrently, so that coarse approximations of the final value are
obtained nearly instantly, long before the input operands are fully
processed [Scorzelli et al. 2007]. This framework allows for (a)
progressive generation of both complex parts and large-scale assemblies, and (b) adaptive on-demand refinement. It relies on
two components: BSP trees, and the kind of solid meshes known
as polytopal complexes. Three geometric data structures, namely
(a) segment-trees, (b) Binary Space Partition (BSP) trees, and (c)
graphs of the containment relation between the k-cells of a ddimensional mesh (0 ≤ k ≤ d) are used in the MOSIC platform.
A segment tree is a binary search tree for a given
set of coordinates. The set of coordinates is defined by the endpoints of the input line segments. Any two adjacent coordinates

Segment-trees

build an elementary interval. Every leaf corresponds to an elementary interval. Inner nodes correspond to the union of the subtree
intervals of the node. Each node v contains a container type (or a
list, if it is one-dimensional) that will contain all intervals L, such
that L contains the interval of v but not the interval of the parent
of v. 2D segment trees are used in MOSIC to efficiently answer
queries about plan lines that partially overlap or are contained in a
given 2-dimensional interval.
Binary Space Partition (BSP) is a method for recursively subdividing a space into convex sets by hyperplanes. This
subdivision gives rise to a representation of the scene by means of a
tree data structure known as BSP tree. This one is a binary tree with
partitioning hyperplanes in the inner nodes and with either IN or
OUT labels in the leafs. A solid cell of the space partition is labeled
IN ; an empty cell is labeled OUT. A node of a BSP tree represents
the convex set generated by the intersection of all the hyperplanes
on the unique path to the root. The convex set of a node equals the
disjoint union of the convex sets associated to its child nodes. BSP
trees are largely used in graphics and computational geometry applications as gaming and robotics. Recently they were adopted for
the highly efficient new geometric kernel of the PLaSM language.
In particular, they are used to represent the polyhedral cells of the
HPC (Hierarchical Polyhedral Complex) data structure [Paoluzzi
2003] used by the language.
BSP trees

Hasse diagrams A cell complex K is a collection of compacts
subsets of Ed , called cells, such that: (a) if c ∈ K, then every face
of c is in K; (b) the intersection of any two cells is either empty or
a face of both. A d-polytope is a solid, convex and bounded subset of Ed . A polytopal d-complex, or d-mesh, is a cell complex of
d-polytopes and their k-faces (0 ≤ k ≤ d). A complete representation of a d-mesh is given by its Hasse diagram, the directed graph
of the cover relation of cells, whose nodes are the members of the
complex K, partially ordered by containment, and where there is
an arc from node x to node y iff: (a) x ⊂ y and (b) there is no z
such that x ⊂ z ⊂ y. In this case, we say y covers x, or y is an
immediate successor of x. Hasse diagrams are used in the PLaSM
kernel as complete representation of the topology of K, that cannot
be handled efficiently by BSP trees.

4

Enforcing the security of the MOSIC platform

Information security is a fundamental issue for a subsystem, like
the MOSIC framework, that has to be used to protect critical infrastructures. Each security failure in this component may result in a
security breach or crack for the critical structure. Consequently, the
MOSIC framework must be protected even more than other components of the ICT systems used in the infrastructure. Protection
of ICT systems used in critical infrastructures (energy distribution
facilities, large industrial plants, sensitive buildings, etc.) is a very
complex task that is currently under study and cannot be fully addressed in this paper [Shea 2003; Stamp et al. 2003; Office of Energy Assurance 2001; Panzieri et al. 2004; National Infrastructure
Security Co-ordination Centre (NISSCC) 2005; Autori vari 2005;
Dzung et al. 2005].
However, in this section some fundamental points about information security are recalled, to illustrate some relevant topics for the
protection of data being stored, processed, or transmitted in the
MOSIC framework. The basic principles for information security
are: confidentiality, integrity and availability, and are known as the
CIA triad. Later the attributes possession or control, authenticity,
and utility have been added by Parker [Parker 1992], and are currently named the Parkerian hexad.

DEF BezierBand (width::IsReal) (n::IsIntPos) (controlPoints::IsSeqOf:IsPoint2D) =
MAP:[Xuv,Yuv]:(S:2:width:(Intervals:1:n * Intervals:1:1))
WHERE
Xuv = S1:(BezierCurve:controlPoints)+(S2 * S1:((Normal˜DerBezier):controlPoints)),
Yuv = S2:(BezierCurve:controlPoints)+(S2 * S2:((Normal˜DerBezier):controlPoints)),
Normal (curve::IsSeqOf:IsFun) = < -˜yu/den, xu/den >
WHERE
xu = S1:curve, yu = S2:curve,
den = MySQRT ˜ + ˜ AA:sqr ˜ [-˜yu, xu],
MySQRT = IF:< EQ˜[K:0,ID], K:0, SQRT >
END
END;
DEF wall = (STRUCT ˜ AA:(BezierBand:0.2:20)):<
<<-2,0>,<0,0>>, <<0,0>,<1,0>,<1,1>,<2,1>>, <<2,1>,<4,1>> > * q:1.2;

Figure 4: PLaSM coding of the generating function for “Bézier bands”, and generating expression of the wall object displayed in Figure 5.

Methods from cryptography provide the tools to guarantee the confidentiality of stored and trasmitted information. They include symmetric and asymmetric cryptographic systems using the same or
different keys for encryption and decryption, respectively. Coupling of encryption with hash functions, i.e. the computation of a
rather short fixed length output from arbitrary length input, is at the
base of digital signatures used to check integrity and authenticity
of messages sent over a medium or stored in a device. To secure the
information, i.e. its confidentiality and availability, a suitable access
control needs to be implemented. From the user point of view this
includes different phases, such as identification, authentication, and
eventually authorization.
User identification is an obvious requirement: all users must be
identified before getting access to a system, i.e. each of them must
have a unique userid. A less simple requirement is that user identity
must be always verified, i.e. authenticated.
Authentication can be based on concrete objects or abstract ones,
for instance either a particular knowledge (e.g. a pass-phrase), or a
gadget possessed by users (e.g. a smart card), or a physical characteristic (e.g. biometric information). To enhance security, more
of the above are combined and requested together, like in the twofactor authentication: smart cards and USB tokens are examples
requiring a physical device together with a knowledge as the personal identification number, or PIN. Today, in large environments,
there are two principal implementations of authentication methods:
Kerberos V and Public Key Infrastructure, or PKI.
Kerberos [Neuman and Ts’o 1994], originally developed at the
MIT, is based on symmetric cryptography. Kerberos strongly relies on the Needham-Schroeder algorithm, which includes the Key
Distribution Center, a trusted third-party that holds the passwords
of all users, and carries on the mutual authentication of a user towards a requested service over a network. Communications between services and users are encrypted symmetrically with various
algorithms that range from simple Data Encryption Standard [Diffie
and Hellman 1977] to the Advanced Encryption Standard [Ferguson et al. 2001], known as DES and AES, respectively.
PKI (Public Key Infrastructure) is based on asymmetric cryptography, where each user has a pair of keys: one is public and available
to everyone, the second is private and known only to the owner.
PKI, using an asymmetric key cryptographic algorithm such as
RSA [Rivest et al. 1978] and Elgamal [Gamal 1985], drops the supposed trusted party holding the private keys of users. In this case
public keys are issued and published by Certificate Authority, or
CA. Information to be sent to a user could be easily encrypted by
anyone using users public key, but decrypted only by the holder of
the private key. Certificates for a user are issued by the Certificate
Authority which digitally signs these data with its own key so that
the authenticity of such information may be seamlessly verified by

accessing the CA public key. Recent developments permit to integrate both symmetric and asymmetric methods, and to transform
one form into the other.
An authenticated user must have only access to information for
which he is authorized. Authorization, i.e. access control to system
resources, can be modeled by a matrix relating subjects and objects
with granted permissions. Since this matrix is frequently sparse, an
access control list, or ACL, can be attached to every object with no
harm for the overall performance of the system. A directory service like LDAP [Wahl et al. 1997] can serve to store such ACLs,
since this service is already well integrated with both Kerberos and
PKI [Gehrke and Milicchio 2007]. Protecting information confidentiality during transmission can also be done at network level
employing SSL [Wagner and Schneier 1996], or low-level encryption with IPsec [Kent and Atkinson 1998].
MOSIC, as a VR-based platform for integration of sensors and security systems to protect critical infrastructures, must enforce the
best techniques for information security from the very beginning of
its design. Our current directions include LDAP integration of secured informations for mutual authentication and authorization between classes of users and services and between services, via both
(a) the European open-source implementation of Kerberos, named
Heimdal after the god of dawn and light, guardian of Asgard, from
the Norse mythology, and (b) the OpenSSL-Based PKI infrastructure.

Conclusion
The introduced VR platform aims to integrate the various sensor
and security systems committed to protection of critical infrastructures over the digital model of the building. Variously detailed representations of every infrastructure portion can be generated at runtime, including the VR models of all alternative paths between every pair of points. Both normal and critical behaviour of the infrastructure can be simulated, optimizing operational procedures and
providing realistic training and crisis control.
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